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Lock-In: A Major Concern
Ninety-four percent (94%) of IT leaders1 now say they’re 
concerned about vendor lock-in, and that number 
keeps climbing because the stakes keep climbing. 
Three primary cloud providers control roughly 63% of 
enterprise infrastructure spend2. When two of the three 
biggest names in cloud both suffered major, multi-day 
outages within nine days of each other in October 2025, 
boards no longer considered the cloud being down as a 
far-fetched hypothetical.

True portability is the solution. The “P” in HIPAA stands 
for portability. This is not migration for its own sake. 
It’s the ability to move an application, a workload, or 
a dataset without rebuilding it from scratch whatever 
the reason. Having that ability is worthwhile even if you 
never use it. Why? It becomes negotiating leverage with 
your provider. It’s a true disaster recovery plan instead of 
simply a hope. It’s a way to keep AI workloads compliant 
as data sovereignty rules tighten around the world.

In this paper, we make the business case for portability. 
We define what portability actually means as opposed 

to the better-known marketing version of it and lays 
out how to architect for it. We then discuss how SHI 
and Microsoft Azure deliver portability in practice. Not 
by locking you into Azure instead of AWS, but by giving 
you a control plane that works no matter where your 
workloads live.

The organizations that build for portability today 
negotiate from strength tomorrow. The ones that don’t 
will find out the hard way what “strategic liability”  
really means.

The Cloud Commitment Paradox
After an early period of fear and uncertainty, cloud 
adoption literally exploded mainly because it promised 
real choice. Pick AWS for one workload, Azure for 
another, Google Cloud for the AI-heavy stuff. Move 
fast, pay for what you use, walk away when a better 
deal comes along. We all became digitally “light-on-
our-feet.”

But that promise had an expiration date nobody read 
closely.

Executive Summary
One of the core benefits originally promised by cloud computing was 
flexibility. Flexibility was the pitch. Pick the best service for each job, 
take advantage of pricing shifts, spread risk across providers, pay only 
for what you used. What actually occurred is actually quite different. 
Enterprises built years of infrastructure, code, and process around one 
hyperscaler’s proprietary services, then discovered how expensive it is 
to leave that platform. They found themselves more locked-in than ever.

1 �Parallels. “94% of IT Leaders Fear Vendor Lock-In as AI Reality Check Forces EUC Strategy Reset.” Parallels Press Release, February 17, 2026. https://www.
parallels.com/newsroom/news/press-releases/20260217-cloud-survey/

2 �Synergy Research Group, Q1 2026, as reported in “Cloud Market Share 2026: AWS vs Azure vs Google Cloud.” Medha Cloud, 2026. https://www.srgresearch.com/
articles/cloud-market-share-trends-big-three-together-hold-63-while-oracle-and-the-neoclouds-inch-higher

https://www.parallels.com/newsroom/news/press-releases/20260217-cloud-survey/
https://medhacloud.com/blog/cloud-market-share
https://medhacloud.com/blog/cloud-market-share
https://www.parallels.com/newsroom/news/press-releases/20260217-cloud-survey/
https://www.parallels.com/newsroom/news/press-releases/20260217-cloud-survey/
https://www.srgresearch.com/articles/cloud-market-share-trends-big-three-together-hold-63-while-orac
https://www.srgresearch.com/articles/cloud-market-share-trends-big-three-together-hold-63-while-orac
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It begins with a team choosing to use a specific managed 
database because it’s fast to deploy. A pilot AI project 
gets built on a vendor-specific service because that’s 
what the free credits covered. The serverless workflow 
gets written against one provider’s runtime because 
it shipped a feature two weeks faster. None of these 
decisions look risky in isolation. But together, they add up 
to a business that can never leave.

This is the true definition of vendor lock-in, and it rarely 
happens through only one bad decision. The causes 
accumulate over time. Proprietary managed services 
that don’t have equivalents on other platforms. Data 
gravity when datasets are so large that moving them 
costs more than staying put. API dependencies baked 
right into application code. Licensing structures that 
reward staying and penalize leaving substantially. 
Each reason is individually reasonable. Combined, they 
become impenetrable.

And the cost of staying isn’t abstract or mysterious. 
When a provider knows you can’t realistically leave, 
pricing conversations suddenly change. Basecamp 
calculated it would save $7 million over five years by 

exiting the cloud entirely3.  At the market level, the UK’s 
Competition and Markets Authority reached a similar 
conclusion in a 2025 investigation: switching costs and 
technical barriers lock enterprise customers into their 
initial cloud provider so effectively that UK businesses 
collectively pay roughly £500 million more per year 
than they would in a genuinely competitive market4. 
Those aren’t outliers. They’re what happens when your 
negotiating leverage disappears.

Eighty-nine percent (89%) of enterprises5 now run multi-
cloud environments, and the number one reason they give 
for incorporating multiple hyperscalers is to avoid this trap 
exactly. But running workloads in more than one cloud 
doesn’t mean you’re truly portable. That distinction matters, 
and it’s the one reality most organizations get wrong.

The main point here is far simpler. Cloud adoption 
delivered much needed speed and scale. But it didn’t 
automatically solve for optionality. Organizations that 
want optionality must architect for it deliberately. The 
ones that don’t are discovering, often at the worst 
possible moment, that the flexibility they thought they 
bought never actually arrived.

3 �Heinemeier Hansson, David. “We Stand to Save $7M Over Five Years from Our Cloud Exit.” Hey.com, February 2023.
4 �UK Competition and Markets Authority, Cloud Services Market Investigation: Summary of Final Decision, July 31, 2025. https://www.gov.uk/cma-cases/cloud-
services-market-investigation

5 �Build5Nines. “Major Azure Front Door Outage Causing Widespread Service Disruptions.” October 29, 2025. https://build5nines.com/major-azure-front-door-
outage-causing-widespread-service-disruptions-across-microsoft-365-microsoft-azure-and-the-azure-portal-october-29-2025/

https://world.hey.com/dhh/we-stand-to-save-7m-over-five-years-from-our-cloud-exit-53996caa
https://world.hey.com/dhh/we-stand-to-save-7m-over-five-years-from-our-cloud-exit-53996caa
https://www.computerweekly.com/news/366566172/AWS-secures-894m-in-cloud-spend-across-three-contracts-with-UK-government-on-same-day
https://www.computerweekly.com/news/366566172/AWS-secures-894m-in-cloud-spend-across-three-contracts-with-UK-government-on-same-day
https://info.flexera.com/CM-REPORT-State-of-the-Cloud
http://Hey.com
https://www.gov.uk/cma-cases/cloud-services-market-investigation
https://www.gov.uk/cma-cases/cloud-services-market-investigation
https://build5nines.com/major-azure-front-door-outage-causing-widespread-service-disruptions-across-
https://build5nines.com/major-azure-front-door-outage-causing-widespread-service-disruptions-across-
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This isn’t a technical argument. It’s a business argument. 
And it’s one that belongs in front of the corporate board 
of directors, not just the infrastructure team.

Start with the outage. On October 20, 2025, a DNS 
automation failure inside AWS’s DynamoDB service took 
down US-EAST-1 for roughly 15 hours, affecting more than 
4 million users and over 1,000 companies6.That was bad.

Nine days later, Azure customers hit a global identity 
management disruption of their own7. Between August 
2024 and August 2025, the three major hyperscalers 
combined for more than 100 service outages8. When 
you consider the sheer scale and complexity of these 
systems, it’s unreasonable to think they’ll never 
experience anomalies, outages, or failures.

Industry benchmarks put the cost of enterprise downtime 
at $5,600 to $9,000 per minute9. When CrowdStrike’s 
faulty update crashed 8.5 million Windows devices in 
July 2024, total losses across Fortune 500 companies 
reached an estimated $5 billion10. Forrester now predicts 

at least two more major, multi-day hyperscaler outages 
will occur in 202611, this time driven at least in part by 
providers diverting infrastructure investment toward 
AI buildouts at the expense of the legacy systems still 
running everything else.

Ask yourself this question: if your primary cloud provider 
went dark for 15 hours tomorrow, what would that cost you? 
If you can’t answer that with a number, that’s the first sign 
portability isn’t just a nice-to-have. When you do calculate 
that number, you’ll be convinced it’s a must-have.

Then there’s regulatory pressure, which is intensifying 
faster than most infrastructure teams can keep 
pace with. Seventy-two percent (72%) of European 
organizations now cite data sovereignty as a key factor 
in vendor selection12. Gartner has coined a term for this 
trend, “geopatriation,” describing the deliberate move of 
workloads out of global hyperscalers and into regional or 
sovereign infrastructure. They project that more than 75% 
of European and Middle Eastern enterprises will do this 
by or before 203013. The global sovereign cloud market 

WHAT’S AT STAKE:  
The Business Risk of Living in a 
Single-Cloud World

6  �Uptime Institute. “2025 Annual Outage Analysis.” May 2025. https://uptimeinstitute.com/uptime_assets/d7c049ef5b02a6e0a15540a3e5cb8fbf742c7fa54a1af6ca
eaaab32b7c15d443-GA-2025-05-annual-outage-analysis.pdf

7  �Downtime cost estimates vary by organization and methodology. Gartner cited an average cost of $5,600 per minute in 2014 (Andrew Lerner, “The Cost of 
Downtime,” Gartner Blog Network, July 16, 2014); ITIC’s 2024 Hourly Cost of Downtime Survey found that more than 90% of midsize and large enterprises report 
hourly downtime costs exceeding $300,000; and Splunk/Oxford Economics’ The Hidden Costs of Downtime: The $400B Problem Facing the Global 2000 (2024) 
estimated an average cost of $9,000 per minute for Global 2000 companies.

8  �Parametrix, CrowdStrike’s Impact on the Fortune 500, July 24, 2024. Parametrix estimates that the July 19, 2024 CrowdStrike outage resulted in $5.4 billion in 
direct financial losses for U.S. Fortune 500 companies, excluding Microsoft. The paper rounds this figure to $5 billion.

9  �Forrester Research. “Predictions 2026: Cloud Outages, Private AI on Private Clouds, and the Rise of the Neoclouds.” November 28, 2025. https://www.forrester.
com/blogs/predictions-2026-cloud-outages-private-ai-on-private-clouds-and-the-rise-of-the-neoclouds/

10 �Heinemeier Hansson, David. “We Stand to Save $7M Over Five Years from Our Cloud Exit.” Hey.com, February 2023. https://world.hey.com/dhh/we-stand-to-save-
7m-over-five-years-from-our-cloud-exit-53996caa

11 �Computer Weekly. “AWS Secures £894m in Cloud Spend Across Three Contracts with UK Government on Same Day.” computerweekly.com Note: This figure 
represents three central government AWS contracts awarded on a single day; it does not represent a Cabinet Office cost estimate of overreliance. See also The 
Register’s analysis of UK cloud concentration risk.

12 �Mimecast. “Why Data Sovereignty Is Now a Dealbreaker in Cybersecurity.” 2025. https://www.mimecast.com/blog/why-data-sovereignty-is-now-a-dealbreaker-
in-cybersecurity/

13 �Gartner. “Gartner Survey Reveals Geopolitics Will Drive 61% of CIOs and IT Leaders in Western Europe to Increase Reliance on Local Cloud Providers” November 12, 
2025. gartner.com; “Geopatriation and AI Sovereignty: 75% Shift by 2030.” ByteIota, 2025. byteiota.com

https://aws.amazon.com/message/101925
https://build5nines.com/major-azure-front-door-outage-causing-widespread-service-disruptions-across-microsoft-365-microsoft-azure-and-the-azure-portal-october-29-2025/
https://uptimeinstitute.com/uptime_assets/d7c049ef5b02a6e0a15540a3e5cb8fbf742c7fa54a1af6caeaaab32b7c15d443-GA-2025-05-annual-outage-analysis.pdf
https://outagecost.com/cost-of-it-downtime
https://www.cybersecuritydive.com/news/crowdstrike-cost-fortune-500-losses-cyber-insurance/722396/
https://www.cybersecuritydive.com/news/crowdstrike-cost-fortune-500-losses-cyber-insurance/722396/
https://www.forrester.com/blogs/predictions-2026-cloud-outages-private-ai-on-private-clouds-and-the-rise-of-the-neoclouds/
https://www.forrester.com/blogs/predictions-2026-cloud-outages-private-ai-on-private-clouds-and-the-rise-of-the-neoclouds/
https://www.forrester.com/blogs/predictions-2026-cloud-outages-private-ai-on-private-clouds-and-the-rise-of-the-neoclouds/
https://www.mimecast.com/blog/why-data-sovereignty-is-now-a-dealbreaker-in-cybersecurity/
https://www.mimecast.com/blog/why-data-sovereignty-is-now-a-dealbreaker-in-cybersecurity/
https://www.gartner.com/en/newsroom/press-releases/2025-11-12-gartner-survey-reveals-geopolitics-will-drive-61-percent-of-cios-and-information-technology-leaders-in-western-europe-to-increase-reliance-on-local-cloud-providers
https://www.gartner.com/en/newsroom/press-releases/2025-11-12-gartner-survey-reveals-geopolitics-will-drive-61-percent-of-cios-and-information-technology-leaders-in-western-europe-to-increase-reliance-on-local-cloud-providers
https://byteiota.com/geopatriation-and-ai-sovereignty-75-shift-by-2030/
https://www.fortunebusinessinsights.com/sovereign-cloud-market-112386
https://uptimeinstitute.com/uptime_assets/d7c049ef5b02a6e0a15540a3e5cb8fbf742c7fa54a1af6caeaaab32b7c
https://uptimeinstitute.com/uptime_assets/d7c049ef5b02a6e0a15540a3e5cb8fbf742c7fa54a1af6caeaaab32b7c
https://itic-corp.com/itic-2024-hourly-cost-of-downtime-report/?utm_source=chatgpt.com
https://www.splunk.com/en_us/pdfs/gated/ebooks/the-hidden-costs-of-downtime.pdf?utm_source=chatgpt.com
https://www.parametrixinsurance.com/reports-white-papers/crowdstrikes-impact-on-the-fortune-500
https://www.forrester.com/blogs/predictions-2026-cloud-outages-private-ai-on-private-clouds-and-the-
https://www.forrester.com/blogs/predictions-2026-cloud-outages-private-ai-on-private-clouds-and-the-
https://world.hey.com/dhh/we-stand-to-save-7m-over-five-years-from-our-cloud-exit-53996caa
https://world.hey.com/dhh/we-stand-to-save-7m-over-five-years-from-our-cloud-exit-53996caa
http://computerweekly.com
https://www.mimecast.com/blog/why-data-sovereignty-is-now-a-dealbreaker-in-cybersecurity/
https://www.mimecast.com/blog/why-data-sovereignty-is-now-a-dealbreaker-in-cybersecurity
https://www.mimecast.com/blog/why-data-sovereignty-is-now-a-dealbreaker-in-cybersecurity
https://www.gartner.com/en/newsroom/press-releases/2025-11-12-gartner-survey-reveals-geopolitics-will-drive-61-percent-of-cios-and-information-technology-leaders-in-western-europe-to-increase-reliance-on-local-cloud-providers
http://gartner.com
http://byteiota.com
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itself is projected to reach $195 billion in 2026, growing at 
27% annually thereafter14.

It should come as no surprise that AI is accelerating all of 
this, not slowing it down.

The EU AI Act’s enforcement powers for general-purpose 
AI models became active on August 2, 2026, carrying 
fines up to €15 million or 3% of global turnover for 
violations dating back to August 2025; the Act’s toughest 
tier, fines up to €35 million or 7% of global revenue for 
prohibited practices, remains in force15. But in a July 2026 
concession to industry, the EU’s Digital Omnibus pushed 
the compliance deadline for high-risk AI systems including 
credit scoring, hiring, and biometric identification out to 
December 2027. For enterprises, that’s not a green light. 
It’s an 18-month window to get data governance and AI 
model provenance right before the harder deadline lands. 
Ninety-three percent (93%) of executives now call AI 
sovereignty mission-critical16. If your AI strategy assumes 

you can send data wherever the best model lives, that 
assumption is getting more expensive by the month.

Underneath all of this sits FinOps. True cost optimization 
isn’t a dashboard, it’s optionality. You can’t negotiate a 
better rate, right-size workloads, or walk away from a bad 
renewal if moving is theoretically possible but in practice 
unaffordable. Seventy-six percent (76%) of multi-cloud 
users already say managing cost across providers is 
their biggest operational challenge17, which tells you that 
most organizations are saddled with multi-cloud sprawl 
without the corresponding multi-cloud leverage. Those 
two are clearly not the same thing.

Put it together and vendor lock-in stops looking like a 
technical inconvenience. It’s a serious strategic liability 
that touches business continuity, regulatory exposure, 
and cost control all at the same time. Boards that treat it 
as an IT problem are underpricing the risk. It’s a potential 
corporate disaster.

14 �Fortune Business Insights. “Sovereign Cloud Market Size, Share & Industry Report.” 2026. Market size: $195.35B in 2026; CAGR: 27.0%. https://www.
fortunebusinessinsights.com/sovereign-cloud-market-112386

15 �European Commission, Digital Omnibus (Regulation (EU) 2026/1744), signed July 27, 2026; EU AI Act (Regulation (EU) 2024/1689), Articles 99 and 101. GPAI 
enforcement powers became applicable August 2, 2026; the high-risk AI system deadline (Annex III) was deferred to December 2, 2027 under the Digital Omnibus.

16 �EnterpriseDB (EDB), Sovereignty Matters: A Global Blueprint for Sovereign, Agentic, and Generative AI, 2025. The research is based on in-depth interviews with 
2,050 senior executives across 13 countries, supported by more than 15,000 simulations analyzing 500+ variables.

17 �Flexera. “2026 State of the Cloud Report.” Flexera, 2026. https://info.flexera.com/CM-REPORT-State-of-the-Cloud

The word “portability” gets thrown around loosely 
enough that it’s worth stopping to define it properly. 
Running workloads in two clouds isn’t portability. It’s 
just cloud sprawl, perhaps with a better-sounding, and 
more deceptive, name.

Real portability has three dimensions, and an organization 
needs to have all three to actually achieve it:
• �Application portability means a workload can run 

somewhere else without being rewritten. Containerization 
is the mechanism. Package the application and its 
dependencies together, and Kubernetes becomes the 

orchestration layer that runs it consistently whether 
the underlying infrastructure is AWS, Azure, GCP, or a 
server on-premises in your own data center. This is the 
difference between “we could migrate” and “we can 
migrate by Friday.”

• �Data portability is the more challenging problem, and 
it’s where most portability strategies quietly fail. It’s not 
enough to be able to access your data. The format of that 
data has to be standard enough to use somewhere else, 
and the economics of moving it can’t come as a surprise. 
Egress fees are the classic trap. Cloud providers make 
it cheap to bring data in and expensive to take it out. A 

Defining True Cloud Portability

https://info.flexera.com/CM-REPORT-State-of-the-Cloud
https://info.flexera.com/CM-REPORT-State-of-the-Cloud
https://www.fortunebusinessinsights.com/sovereign-cloud-market-112386
https://www.fortunebusinessinsights.com/sovereign-cloud-market-112386
https://www.enterprisedb.com/sovereignty-matters?utm_source=chatgpt.com
https://info.flexera.com/CM-REPORT-State-of-the-Cloud
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data portability strategy that doesn’t account for egress 
economics up front isn’t a strategy, it’s a plan to find out 
harsh truths the hard way.

• �Operational portability means security, identity 
management, and governance work the same way no 
matter where the workload actually lives. This is the 
one step most organizations skip most often, mainly 
because it’s less visible than the application layer. But 
if your security posture and access controls must be 
rebuilt every time a workload moves, you haven’t actually 
achieved portability. You’ve only achieved the ability to 
move things … badly.

There’s actually a fourth dimension most conversations 
about portability frequently leave out entirely. This is the 
hybrid dimension. Portability isn’t only about moving 
between clouds. It includes moving back, repatriating 
workloads to your own data center or a colocation facility 
when that’s the better economic or compliance fit. This 
has gone from a fringe idea to a preferred mainstream 
strategic option. 

IDC research finds that roughly 80% of enterprises expect 
to repatriate at least some compute or storage workloads 
within any given twelve-month period, though full-scale 

repatriation remains rare, only 8% to 9% of organizations 
pursue it entirely. In Europe specifically, IDC characterizes 
the trend as selective rather than systemic: workloads 
move back when they’re cost-intensive, sovereignty-
sensitive, or operationally misaligned with cloud 
economics, while public cloud spending keeps growing at 
double-digit rates18.

AI has actually sharpened this dimension considerably. 
Token consumption costs for cloud-hosted large language 
models (LLM) compound quickly at scale, and GPU 
instance pricing of $2 to $8 per hour for sustained training 
or inference workloads adds up fast. Organizations 
running AI at consistent high utilization are increasingly 
finding that owned infrastructure crosses the breakeven 
point once utilization holds above 60 to 70%. Combine that 
with the data sovereignty pressure described earlier, and 
hybrid becomes not just a fallback option but a first-class 
contributing part of the architecture.

The key takeaway is this: Portability isn’t a single 
capability you either have or don’t. It’s four dimensions 
working together—application, data, operational, and 
hybrid—and an organization is only as portable as its 
weakest dimension allows it to be.

This section is for those key people who have to build-in 
this portability, not just approve it. The good news is that 
portability-first architecture isn’t exotic. It’s simply a good 
set of operating principles, applied consistently.
• �Design for movement, not permanence. Every 

architecture decision either preserves optionality 
or spends it. Choosing a managed service with no 
equivalent elsewhere spends it. Choosing a containerized, 
cloud-agnostic pattern preserves it. This doesn’t mean 

avoiding every proprietary service. Some are truly worth 
the trade-off. But it does mean making that trade-off 
deliberately, with eyes open, instead of by default.

• �Treat hybrid and colocation as landing zones, not 
fallback plans. The organizations getting this right 
aren’t asking “cloud or on-prem.” They’re asking 
which workload belongs where, based on utilization 
patterns, data sensitivity, latency requirements, and 
cost. As such they’re building the connective tissue so 

Architecting a Portable Cloud Enterprise

18 �IDC, “Assessing the Scale of Workload Repatriation” (June 2024) and “Debunking the Cloud Repatriation Myth: Selective Movement Rather than Mass Exodus from 
Public Cloud in Europe” (2025), as reported by CIO.com and BizTech Magazine.
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a workload can move between those locations without 
being rebuilt. Portability.

• �Get unified visibility without losing control. Multi-
cloud management is where most organizations 
either overcorrect themselves into fragmented 
tooling or undercorrect themselves into blind spots. 
The ideal posture is a single pane of glass across all 
environments that doesn’t require surrendering the 
specific controls each environment needs.

• �Automate the boring parts, because that’s what makes 
movement realistic. Workload balancing, burst capacity, 

and zero-disruption migration tooling are what turn “we 
could theoretically move this” into “we moved this over 
a weekend.” Make no mistake. Without automation, 
portability exists on paper and nowhere else.

None of this is free, and none of it happens by accident. 
It all happens because an organization decided, before 
the crisis took hold, that optionality and true flexibility 
were worth architecting for. Which brings us to what that 
architecture actually looks like when the most capable 
partner and platform build it.

SHI and Microsoft didn’t start working together last 
quarter. The partnership runs 35 years deep, and 
SHI backs it with a dedicated team of more than 500 
Microsoft-certified experts holding all six Microsoft 
Solutions Partner designations, including Azure Expert 
MSP status, an audited designation reserved for partners 
that have proven they can run production Azure workloads 
at scale19. That depth is what turns Azure’s product 
roadmap into a roadmap for your business, instead of a 
features list you have to interpret on your own.

Here’s the practical version of everything discussed herein.

Azure provides the tooling across cloud, data, security, 
and AI, and SHI provides the strategic advisory, 

implementation, and ongoing management that ties 
it together for your specific environment, multi-cloud 
strategy, governance, spend optimization, licensing, and 
the economics of where each workload actually belongs. 
Neither side pretends portability means “move everything 
to Azure.” It means giving you the control plane to run 
things wherever they belong, including perhaps staying 
exactly where you are if that’s the preferable strategy.

How SHI and Microsoft Azure Deliver 
Portability in Practice

19 �SHI International Corp., “Microsoft Software and Computer Products, AI and Solutions Reseller,” SHI.com/partners/microsoft

Azure Arc:  
one control plane, everywhere
Azure Arc extends Azure’s management and governance layer to 
on-premises servers, AWS, GCP, and edge environments, all from 
a single control plane. It doesn’t migrate anything. It projects 
your existing infrastructure into Azure Resource Manager so 
you can apply the same policies, the same role-based access 
control, and the same monitoring regardless of where a workload 
actually runs. A hospital can keep patient records on-premises 
to satisfy HIPAA and still get consistent governance. A company 
that inherited AWS and GCP workloads through an acquisition 
can standardize visibility without forcing a consolidation it isn’t 
ready for.

An organization is only as 
portable as its weakest 
dimension allows it to be.

http://SHI.com/partners/microsoft
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Microsoft Purview: 
governance that follows the data, not the other way 
around
Data portability falls apart without governance that travels with 
it, which is why Purview belongs in this conversation as much 
as Arc does. Purview is Microsoft’s unified data governance, 
security, and compliance platform, and it’s explicitly built for the 
multi-cloud, on-premises, and SaaS reality most enterprises 
actually run — with native connectors into AWS and Google 
Cloud data services alongside Azure20. It catalogs data wherever 
it lives, classifies what’s sensitive, tracks lineage end to end, 
and enforces access policy consistently  which is what turns 
“we can technically move this dataset” into “we can move this 
dataset and still pass the audit.” For organizations navigating 
the sovereignty pressure described earlier in this paper, 
Purview’s metadata residency controls and region-based policy 
enforcement are directly relevant, not an afterthought bolted 
onto a migration project.

Microsoft Defender for Cloud:  
security that travels with the workload
Defender for Cloud is a cloud-native-application protection 
platform that secures Azure, AWS, GCP, and on-premises 
resources from one unified posture. Independent research found 
it delivered a 117% ROI over three years with a payback period 
under six months22. More important for portability, it means 
a workload’s security posture doesn’t reset every time the 
workload moves. The protection is architected to follow 
 it effortlessly.

Azure AI Foundry:  
portability for the AI workload, too
The portability conversation used to stop at infrastructure and 
data. It can’t anymore. Azure AI Foundry gives organizations a 
model catalog spanning more than 1,800 options from Microsoft, 
OpenAI, Meta, Mistral, and others with the flexibility to bring your 
own model, use a hosted one, or fine-tune in place21. Deployment 
options extend beyond the public cloud into on-premises and 
disconnected environments through Azure Local and Azure Arc, 
which means an AI workload built on Foundry inherits the same 
portability the rest of this paper describes for applications and 
data. That matters directly for the token-consumption and data-
residency pressure covered earlier, It’s Microsoft building an exit 
ramp into its own AI platform, not just a highway.

SHI One: the business intelligence layer
Azure Arc, Migrate, AKS, and Defender for Cloud are Microsoft’s 
tools. SHI One is where they get turned into a coherent operating 
picture complete with unified visibility of assets, spend, and 
performance across a full hybrid and multi-cloud environment, 
with a 360-degree view of usage and cost across AWS, Azure, and 
GCP simultaneously. This is the layer that takes “we have visibility 
into three clouds” far further, becoming “we have one unified view 
of our environment that happens to span three clouds.”

20 �Microsoft, “Learn about data governance with Microsoft Purview” and “Sovereign controls in Microsoft 365,” Microsoft Learn; “Microsoft Purview: Data Security 
and Governance,” Microsoft Security.

21 �Microsoft, “Microsoft Foundry Models overview,” Microsoft Learn; “Azure Broadens AI Options from Models to Hybrid Deployment,” Visual Studio Magazine, 
December 2025.

22 �Forrester Research. “The Total Economic Impact™ of Microsoft Defender for Cloud.” Commissioned by Microsoft, 2024. https://tei.forrester.com/go/microsoft/
DefenderForCloud//docs/The_Total_Economic_Impact_Of_Microsoft_Defender_for_Cloud.pdf

Azure Migrate:  
know before you move
Before any migration decision, Azure Migrate provides discovery, 
dependency mapping, workload readiness assessment, and 
cost modeling. Dependency analysis, in particular, solves the 
problem that sinks most migrations: namely moving a server 
without realizing three other systems depend on it, and finding 
out during the outage instead of during the planning phase. The 
tool builds a business case with real cash-flow comparisons 
for on-premises versus Azure, year over year, before anyone 
commits to anything.

Azure Kubernetes Service:  
containerization as the foundation
Azure Kubernetes Service (AKS) is Microsoft’s managed 
Kubernetes offering, and it’s the mechanism that makes application 
portability a reality rather than just a theoretical construct. AKS 
enabled by Azure Arc extends the same experience to on-premises 
and edge deployments. Azure Local, retail locations, manufacturing 
floors, all using the same tools and the same governance model 
as cloud-based AKS. That consistency is really the whole point. An 
application built for AKS isn’t rebuilt when it moves between cloud 
and on premises. It’s simply redeployed.

https://tei.forrester.com/go/microsoft/DefenderForCloud//docs/The_Total_Economic_Impact_Of_Microsoft_Defender_for_Cloud.pdf
https://tei.forrester.com/go/microsoft/DefenderForCloud//docs/The_Total_Economic_Impact_Of_Microsoft_Defender_for_Cloud.pdf
https://tei.forrester.com/go/microsoft/DefenderForCloud//docs/The_Total_Economic_Impact_Of_Microsoft_Defender_for_Cloud.pdf
https://tei.forrester.com/go/microsoft/DefenderForCloud//docs/The_Total_Economic_Impact_Of_Microsoft
https://tei.forrester.com/go/microsoft/DefenderForCloud//docs/The_Total_Economic_Impact_Of_Microsoft
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Measuring the Value of Portability
None of these decisions and decisive actions matter 
if they don’t show up in numbers your CFO recognizes 
and appreciates.
• �Cost reduction and spend optimization come first, and 

they come faster than most organizations expect once 
real cross-cloud visibility exists. Rightsizing decisions 
that were impossible to make in siloed billing become 
obvious with unified reporting. Negotiating renewals 
from a position where moving is genuinely possible, 
rather than theoretically possible, changes the terms 
available at the table.

• �Improved SLAs, productivity, and business continuity 
metrics follow directly from architecture that doesn’t have 
a single point of failure. An outage that would have been 
a 15-hour, company-wide event becomes a controlled 
failover instead—and that’s the difference between a 

headline and a footnote in the quarterly ops review.
• �Compliance posture stops being a periodic pre-

audit scramble and becomes a constant state. When 
governance travels with the workload instead of being 
rebuilt at every location, audit readiness is a byproduct 
of how the environment is architected, not a project 
that starts three weeks before the auditors arrive.

And underneath all of it: your all-important negotiating 
leverage. This is the value that’s hardest to put a number 
on and the easiest to lose sight of, but it’s arguably the 
most important one. A provider that knows you can 
leave treats you differently than a provider that knows 
you can’t. Every dimension above—cost, resilience, 
compliance—all ultimately depend on that leverage 
existing in the first place.

SHI’s Microsoft practice:  
licensing built for movement, not just for signing
Portability that gets undone by a bad Enterprise Agreement isn’t 
portability. SHI’s Microsoft licensing advisory structures EA 
agreements, Azure commitments, and Hybrid Benefit eligibility 
with exit flexibility built in from the start, rather than treating 
licensing as a formality to get through after the architecture 
decisions are already made. This is where SHI’s advisory role 
goes beyond any single technology: multi-cloud strategy, 
governance, spend optimization, and licensing economics are 
one connected discipline in SHI’s hands, not four separate 
conversations with four separate teams.

SHI as trusted advisor, not just a reseller
This is worth saying plainly because it’s easy to be skeptical of 
a partner’s motives in a paper like this one: SHI doesn’t get paid 
more for pointing you toward one Azure service over another, 
and that’s a different incentive than a lot of the industry runs on. 
Backed by more than 35 years of experience and 17,000-plus 
customers worldwide, SHI’s business depends on getting your 
architecture right including telling you when a workload should 
stay exactly where it is, or when a hybrid or on-premises option 
genuinely serves you better than a lift-and-shift into Azure. That’s 
the difference between a reseller executing an order and an 
advisor building a roadmap.

MicrosoftAzure provides the tooling across cloud, data, security, 
and AI, and SHI provides the strategic advisory, 
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Conclusion
Cloud portability was never simply a technical 
preference. It’s a key business strategy, and the 
businesses treating it as an afterthought are the ones 
discovering, one outage or one contract renewal at a 
time, what it costs to have no real alternative.

The organizations that build for portability today 
aren’t doing it because they plan to leave their current 
provider. Most won’t. They’re doing it because the 
option to leave is what turns a vendor relationship into 
a partnership instead of a dependency. That option is 
worth building before you need it, because by the time 
you need it, it’s usually too late to build.

Getting Started: SHI’sAzure Migration 
Assessment
Most organizations already know roughly where they 
stand. They know there’s a workload nobody wants 
to touch because moving it feels too risky. They know 
their last contract renewal didn’t go the way they 
wanted. They know “what if this outage happens to 
us” is a question nobody’s actually answered with a 
precise number.

SHI’s Azure Migration Assessment, available directly 
through the Azure Marketplace, turns that instinct 
into a map23. It starts with the same discovery and 
dependency analysis described earlier, not a sales 
exercise, but an honest inventory of what you’re running, 
what depends on what, and what it would actually 
cost and take to move each piece. It surfaces where 

lock-in has accumulated quietly, workload by workload, 
decision by decision, the way it always does. And it 
prices out the gap between where you are and where 
portability would put you in dollars, in risk, and in time.

From there, the path is straightforward: assessment 
becomes roadmap, roadmap becomes implementation, 
and implementation becomes ongoing operation, 
the last stage backed by SHI’s Azure Optimization 
Services, which keep the environment right-sized after 
the migration is done rather than treating go-live as 
the finish line24. None of it requires ripping out what’s 
working. It requires knowing clearly what your options 
actually are and building the architecture that keeps 
them open.

23 �SHI International Corp., Azure Migration Assessment listing, Microsoft Azure Marketplace.
24  SHI International Corp., Azure Optimization Services listing, Microsoft Azure Marketplace.


