SECURITY

Can we close the gap between functional
cybersecurity in OT systems?

safety and

Both disciplines are essential to the operation of many critical systems.

What will it take to bring them into alignment?

By Dr. Ang Cui
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The intersection between functional safety engineering and cybersecurity makes intuitive sense.

Cyberattackers, who increasingly target operational technology (OT) systems,

who certainly recognize the potential gain of compromising the physical safety,
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line, a water treatment plant, an oil pipeline, or the antilock braking system of a cq, to name just a

few deployments where functional safety is essential.
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But in fact, there is a large, exploitable gap between what safety systems engineers design and what

cybersecurity features of these systems protect against.

The gap exists in part because functional safety and cybersecurity experts begin with different
mandates. The safety experts focus on creating a predictable system that responds to faults and
resumes safe operation. Cybersecurity experts try to understand how an unpredictable approach

could upend that system.

The safety-cybersecurity gap has widened as we push for more connectivity, OT system
responsiveness and process visibility. OT systems are changing too quickly for the old models of

functional safety and cybersecurity engineering to address these challenges.

Experts in both camps are working diligently to protect the systems that keep critical safety
equipment and processes on the knife-edge of reliable operation. But there are several factors to
consider on the journey towards a truly integrated discipline that reflects the reality of increasingly

digitized OT systems.

Factor 1: Safety and cybersecurity regulations and standards are still synching — and

will be for years to come )
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states that there is more collaboration between the bodies creating standards, we’re a long way

from true synchronization.

Factor 2: Safety systems are becoming more complex, better connected, and harder

to protect
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Network complexity presents abundant engineering challenges — and a massive increase in
cybersecurity concerns. The safety system that is isolated from the rest of the OT system was often
ideal in industrial deployments until operators demanded more access to maintain high

performance and harvest data.

In most modern deployments, the safety system shares networks and sensors with other systems,
such as DCS or BMS. This led to a massive expansion in the number of system inputs that safety
engineers must consider. Additionally, they need to factor in non-standard hacking inputs and
potential vulnerabilities that an attacker might exploit. Failure to do so could have liability

implications in the event of a failure or system exploitation.

Traditionally, engineers have counted on security elements like access control and encryption to
ensure inputs are valid and disruptions will be prevented. But cybersecurity researchers have
found many flaws in these controls and in supporting technology, such as IP or the Media Access
Control (MAC) layer, which can enable remote code execution and malfeasance that eventually

leads to device compromise.

The massive increase in inputs and complexity also changes the terms of one &labkirsoat BNP
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But we know more today about how an attacker can change logic controls to “trick” safety
equipment that is designed to trip in the event it does not receive a signal of normal operation
within a regular timeframe. In other words, a sophisticated attacker could simulate normal

operations even when devices or systems were approaching or in an unsafe state.
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This has immediate implications for safety engineering. Namely, if safety devices can be

disabled or manipulated, have we done enough to engineer their cybersecurity features?
How can security and safety experts expand and deepen collaboration?

Functional safety and security experts first need to collaboratively address subsidiary questions,
such as:

What is the real risk of a successful cyberattack on safety systems or equipment?

How can safety engineers and cyber researchers better coordinate to close the gap between
safety and security standards?

Is it time to consider more robust security at the device level as a necessity rather than an

attractive feature in safety systems?
Here are three points cybersecurity experts need to emphasize:

Point 1: We can’t wait on regulations and standards. Important as they are, safety and

security standards will not address the cutting edge of safety and cybersecurity.
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